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The EEA provides for extraterritorial application, allowing U. Social media websites provide offenders with
the ability to publish hurtful or embarrassing material as a way of inflicting harm on others. The U. When the
crew needs to use a system, they plug the device into a computer, creating a secure working environment.
Despite debate among leading experts, there is no internationally recognized definition of computer crime.
Cyberstalking generally involves the stalking of a person via the Internet or other electronic communication.
Finally, unauthorized computer access may be a display of revenge by a terminated or disgruntled employee.
Usually, there is no evidence behind the crime, and the perpetrator can commit these activities from anywhere
in the world no matter the region as long as there is internet. Although computer crimes can be prosecuted
using federal statutes that are exclusively focused on computer crime, many prosecutors do not use these
specific computer-related statutes. The email asks victims to update their account information on the website,
but when victims click on the link within the email, they are taken to a copycat website that secretly captures
the information they enter. Federal and state authorities prosecute these cases vigorously, with convicted
offenders often being sentenced to decades of incarceration. It is important to put only information that anyone
and everyone is allowed to see because on the internet everyone is potentially able to see it. These categories
are not exclusive and many activities can be characterized as falling in one or more category. The accessibility
of pornography via the Internet is a concern of the Communications Decency Act of and the Child
Pornography Prevention Act of  The effects of a successful attack vary significantly, largely depending on the
motivation of the hacker. See Article History Alternative Title: computer crime Cybercrime, also called
computer crime, the use of a computer as an instrument to further illegal ends, such as committing fraud ,
trafficking in child pornography and intellectual property, stealing identities , or violating privacy. Beginning
in the early s, music sharing websites became extremely popular, many of them operating in violation of the
law. According to a report by Symantec, more than 1. The National Stolen Property Act prohibits certain
described activities involving the illegal transportation of stolen property 18 U. Online infringement of art
copyrigh along with selling stolen physical art online, unlicensed replication has been a topic since perhaps the
beginning of the internet. These intrusions are often conducted in order to launch malicious programs known
as viruses, worms, and Trojan Horses that can shut down or destroy an entire computer network. Software
piracy causes significant lost revenue for publishers, which in turn results in higher prices for the consumer.
By accessing commercial databases, hackers are able to steal these types of items from millions of internet
users all at once.


